
  

Anonymous  ɍɆɥɈɎɑɎ ɔ Ɉɍɑɔɒɋ 
ɗɆɏɘɔɈ Microsoft  

ȭɑɔəɒɡɞɑɋɓɓɎɐɎ ɕɔɛɎɘɎɑɎ ə 
ɋɈɖɔɕɋɏɗɐɔɉɔ ɔɕɋɖɆɘɔɖɆ Bitcoin  ɓɆ $1 
ɒɑɓ 
21 -27 ɓɔɥɇɖɥ, 2013 

ȭɑɔəɒɡɞɑɋɓɎɐɎ ɆɘɆɐəɤɘ ɗɋɖɈɋɖɡ ɕɔɊ 
əɕɖɆɈɑɋɓɎɋɒ Apache  Tomcat  

ȷɆɏɘɡ ɕɔɑɎɜɎɎ Ɏ ɖɋɍɋɖɈɓɔɉɔ ɇɆɓɐɆ ȦɈɗɘɖɆɑɎɎ 
ɕɔɊɈɋɖɉɑɎɗɢ DDoS-ɆɘɆɐɋ 

ʊʝʧʝʨʴ ʵʪʦ ʥʘʰ ʤʠʨ, ʤʠʨ  ʵʣʝʢʪʨʦʥʦʚ ʠ ʚʳʢʣʶʯʘʪʝʣʝʡ, 

ʤʠʨ ʢʨʘʩʦʪʳ ʙʦʜʦʚ. ʋ ʥʘʩ ʥʝʪ ʥʘʮʠʦʥʘʣʴʥʦʩʪʠ, ʮʚʝʪʘ 

ʢʦʞʠ ʠ ʨʝʣʠʛʠʦʟʥʳʭ ʫʙʝʞʜʝʥʠʡ. ɺʳ ʚʝʜʝʪʝ ʚʦʡʥʳ, 

ʫʙʠʚʘʝʪʝ, ʦʙʤʘʥʳʚʘʝʪʝ ʥʘʩ ʠ ʭʦʪʠʪʝ, ʯʪʦʙʳ ʤʳ ʚʝʨʠʣʠ, 

ʙʫʜʪʦ ʚʳ ʜʦʙʨʦʜʝʪʝʣʠ, ʘ ʤʳ ʧʨʝʩʪʫʧʥʠʢʠ. ɼʘ, 

 ̫ʧʨʝʩʪʫʧʥʠʢ, ʷ ʚʠʥʦʚʝʥ ʚ ʣʶʙʦʟʥʘʪʝʣʴʥʦʩʪʠ. ɺʳ 

ʤʦʞʝʪʝ ʧʦʡʤʘʪʴ ʤʝʥʷ, ʥʦ ʚʘʤ ʥʝ ʦʩʪʘʥʦʚʠʪʴ ʚʩʝʭ. 

ʗ ʭʘʢʝʨ, ʠ ʵʪʦ ʤʦʡ ʤʘʥʠʬʝʩʪé (ʮʠʪʘʪʘ ʠʟ ʬʠʣʴʤʘ ʍʘʢʝʨ) 
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ɺʦ ʚʨʝʤʷ DDoS (Distributed Denial of Service) ʘʪʘʢʠ ʟʘʨʘʞʝʥʥʳʝ ʭʦʩʪʳ (ʙʦʪʳ) ʠʟ 

ʨʘʟʥʳʭ ʩʝʪʝʡ ʧʝʨʝʛʨʫʞʘʶʪ ʨʝʩʫʨʩʳ ʮʝʣʠ ʥʝʣʝʛʠʪʠʤʥʳʤ ʪʨʘʬʠʢʦʤ, ʚʳʟʳʚʘʷ ʦʪʢʘʟ ʚ 

ʦʙʩʣʫʞʠʚʘʥʠʠ ʣʝʛʠʪʠʤʥʳʭ ʢʣʠʝʥʪʦʚ. 

ʏʪʦ ʪʘʢʦʝ DDoS ʘʪʘʢʘ? 



çʅʘʧʫʛʘʥʥʳʡ ʩʪʨʘʫʩ ʧʨʷʯʝʪ ʛʦʣʦʚʫ ʚ ʟʝʤʣʶ, 

ʧʦʣʘʛʘʷ, ʯʪʦ ʝʩʣʠ ʦʥ ʥʝ ʚʠʜʠʪ ʦʧʘʩʥʦʩʪʴ, ʪʦ ʠ 

ʦʧʘʩʥʦʩʪʴ ʝʛʦ ʥʝ ʚʠʜʠʪè 

ʇʩʠʭʦʣʦʛʠʷ ʩʪʨʘʫʩʘ 

#2. ɺʳʰʝ ʨʠʩʢ 

(ɿʘʚʠʩʠʤʦʩʪʴ ʙʠʟʥʝʩʘ ʦʪ ʉʝʪʠ) 

ʋʱʝʨʙ ʚ 2012ʛ. Ƅ $2 ʪʨʣ. 
(3.4% of G12 ɺɺʇ) 

McKinsey & Co: Internet Matters Report 

May2011 

ʊʘʢʠʤ ʞʝ ʚ ʧʨʦʰʣʦʤ ʙʳʣʦ ʠ ʚʦʩʧʨʠʷʪʠʝ DDoS-ʘʪʘʢ, ʥʦ ʩʝʡʯʘʩ  DDoS ʩʪʘʥʦʚʠʪʩʷ ʫʛʨʦʟʦʡ ˉ1 ʧʦ 

ʩʣʝʜʫʶʱʠʤ ʧʨʠʯʠʥʘʤ: 

#1. ʐʠʨʝ ʦʛʣʘʩʢʘ 

ʀʟʚʝʩʪʥʳʝ DDoS ʘʪʘʢʠ ʦʪ 

çAnonymousè ʠ çLulzSecè 

#3. ɹʦʣʴʰʝ ʘʪʘʢ ʠ ʧʨʠʯʠʥ ʜʣʷ ʥʠʭ 

DDoS ʘʪʘʢʘ? ʉʦ ʤʥʦʡ ʵʪʦ ʥʝ ʩʣʫʯʠʪʩʷé 



Load Balancer 

̇˻ ˨

˶͔͎͙͙ͭͣͤ·͚ ͭͪ͊ͺ͙͟ 

IPS ˽˩˾˩˥˾̂˭˴ˢ 

˽˩˾˩˽˻˶˹˩˹ˮ˩ 
˿˩˿˿ˮ˯ 

˻́˴ˢ˭ 
˿˩˾ˤˮ˿ˢ 

˿͔͍͔ͪͪ͊ ͙ ͙͔͙ͨͪͦ͗ͤ͡Ύ 

́ͪ͊ͺ͙͟ ͙͊ͭ͊͟ 

ʉʝʛʦʜʥʷ DDoS ʚʳʟʳʚʘʝʪ (1) ʧʝʨʝʛʨʫʟʢʫ ʢʘʥʘʣʘ, (2) ʧʝʨʝʧʦʣʥʝʥʠʡ ʪʘʙʣʠʮ ʩʝʩʩʠʡ ʥʘ 

stateful ʫʩʪʨʦʡʩʪʚʘʭ, (3) ʦʪʢʘʟ ʩʝʨʚʠʩʘ ï ʯʘʩʪʦ ʚʩʝ ʚʤʝʩʪʝ ʧʨʦʠʩʭʦʜʠʪ ʧʨʠ ʦʜʥʦʡ ʘʪʘʢʝ ʠ 

ʚʣʝʯʝʪ ʥʝʜʦʩʪʫʧʥʦʩʪʴ ʩʝʨʚʠʩʘ. 

ʉʣʦʞʥʦʩʪʴ ʩʦʚʨʝʤʝʥʥʳʭ DDoS ʘʪʘʢ 



ʂʦʤʧʣʝʢʩʥʘʷ ʟʘʱʠʪʘ ʠʥʪʝʨʥʝʪ-ʨʝʩʫʨʩʦʚ ʦʪ DDoS ʘʪʘʢ 



ʋʥʠʢʘʣʴʥʦʝ ʧʨʝʜʣʦʞʝʥʠʝ ʦʪ ɸʂɸɼʆ  

ʆʙʣʘʯʥʘʷ ʩʠʛʥʘʣʠʟʘʮʠʷ, ʩʦʩʪʦʷʱʘʷ ʠʟ ʦʧʝʨʘʪʦʨʩʢʦʡ ʫʩʣʫʛʠ ɸʂɸɼʆ ʠ 

ʦʙʦʨʫʜʦʚʘʥʠʷ ʥʘʭʦʜʷʱʝʛʦʩʷ ʥʘ ʩʪʦʨʦʥʝ ʢʣʠʝʥʪʘ 

ʂʦʨʧʦʨʘʮʠʠ ʆʧʝʨʘʪʦʨʳ 

˿͔͍͙ͪͫ· ͦͪͨͦͪ͊͟ͼ͙͚ ͦ͋͊͒͊͡Όͭ ͚ͨͦͤͦ͡ ͊͘΅͙͚ͭͦ  
ͦͭ DDoS ͙  ͫͦ͗ͤ͡·ͻ ͎ͯͪͦ͘Φ 



90% 
˽ͪͦͼ͔ͤͭ Tier 1 ͦ ͔͍ͨͪ͊ͭͦͪͦΣ Ύ͍͡ΎΌ΅͙ͻͫΎ ͙͔͙ͤͭ͊ͣ͟͡ Arbor 

105 ˴͙ͦ͡;͔͍ͫͭͦ ͫ ͭͪ͊ͤΣ ͍ ͦͭͦͪ͟·ͻ ͔ͯͫͨ΄ͤͦ ͍͔͔ͤ͒ͪͤ· ͔ͪ΄͔͙ͤΎ Arbor 

22.7 ́ /͋c 
́ͪ ͊ͺ͙͟Σ ͔͙͍͔ͦͭͫ͗͊ͣ͡·͚ ͙͔͚ͫͫͭͣͦ  ATLAS ͍  ͒͊ͤͤ·͚ ͔ͣͦͣͤͭ ς  
Ήͭͦ нр҈ ͍͔͎ͫͦ ˮ͔͔ͤͭͪͤͭ ͭͪ͊ͺ͙͊͟Φ 

#1 
˽͙ͦ͘ͼ͙Ύ Arbor ͤ ͊ ͪ·͔ͤ͟ ͍͙ͦ͋ͦͪͯ͒ͦ͊ͤΎ ͊͘΅͙ͭ· ͦͭ DDoS ͍  ͔͎͔ͫͣͤͭ͊ͻ Carrier, Enterprise, Mobile ς см҈ ͍͔͎ͫͦ 
ͪ·ͤ͊͟ [Infonetics Research ˨ ͔͊͋ͪ͟Έ 2011] 

11 ͡ ͔ͭ 
Arbor Networks ͨ ͍ͦͫͭ͊͡Ύ͔ͭ ͙͍ͤͤͦ͊ͼ͙ͦͤͤ·͔ ͨͪͦ͒ͯͭ͟· ͙ ͔ͭͻ͎͙͙ͤͦͦ͡ ͨͦ ͔͔ͦ͋ͫͨ;͔͙ͤΌ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͙ 
͙͙͎ͣͦͤͭͦͪͤ͊ ͔͔͚ͫͭ 

$16 ͣ ͪ͒͡ 
ˤ·ͪͯ;͊͟ ͟ ͙͙ͦͣͨ͊ͤ Danaher ͍  нлмм ͎ͦ͒ͯ - ͎ ͍͚ͦͦͤͦ͡ ͙͙ͦͣͨ͊ͤ͟Σ ͔͔ͦ͋ͫͨ;͙͍͊Ό΅͔͚ ͺ͙͍ͤ͊ͤͫͦͯΌ ͙ͫͭ͊͋͡ΈͤͦͫͭΈ 
Arbor 

ʇʨʦʠʟʚʦʜʠʪʝʣʴ, ʢʦʪʦʨʦʤʫ ʜʦʚʝʨʷʶʪ ʟʘʱʠʪʫ ʩʝʪʝʡ ʩʘʤʳʝ ʢʨʫʧʥʳʝ ʠ ʪʨʝʙʦʚʘʪʝʣʴʥʳʝ ʢʦʤʧʘʥʠʠ ʤʠʨʘ 

ʇʦʯʝʤʫ ʢʦʤʧʘʥʠʷ ɸʂɸɼʆ-ʊʝʣʝʢʦʤ  ʨʘʙʦʪʘʝʪ ʩ ARBOR? 



ʇʨʝʜʣʦʞʝʥʠʝ ˉ1 



ʋʩʣʫʛʘ ʟʘʱʠʪʳ ʦʪ DDoS-ʘʪʘʢʠ ʚʢʣʶʯʘʝʪ: 

o ʧʦʩʪʦʷʥʥʳʡ ʘʥʘʣʠʟ ʀʥʪʝʨʥʝʪ-ʪʨʘʬʠʢʘ 

o ʦʙʥʘʨʫʞʝʥʠʝ ʠ ʣʦʢʘʣʠʟʘʮʠʶ DDoS-ʘʪʘʢ 

o ʫʚʝʜʦʤʣʝʥʠʝ ʦ ʥʘʯʘʣʝ ʠ ʠʩʪʦʯʥʠʢʝ DDoS-ʘʪʘʢʠ 

o ʘʚʪʦʤʘʪʠʯʝʩʢʫʶ ʙʣʦʢʠʨʦʚʢʫ ʠʣʠ ʧʦ ʫʢʘʟʘʥʠʶ 

ʢʣʠʝʥʪʘ 

o ʦʯʠʩʪʢʫ ʀʥʪʝʨʥʝʪ-ʪʨʘʬʠʢʘ ʧʦʩʨʝʜʩʪʚʦʤ  

ʥʘʧʨʘʚʣʝʥʠʷ 

 ʟʣʦʥʘʤʝʨʝʥʥʦʛʦ IP-ʪʨʘʬʠʢʘ ʥʘ ʫʩʪʨʦʡʩʪʚʦ 

ʦʯʠʩʪʢʠ 

o ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ ʝʞʝʤʝʩʷʯʥʳʭ ʦʪʯʝʪʦʚ 

çɸʂɸɼʆ ʊʝʣʝʢʦʤè ʟʘʱʠʪʠʪ ʚʘʰʠ web-ʨʝʩʫʨʩʳ ʦʪ DDoS-ʘʪʘʢ ʠʟ ʀʥʪʝʨʥʝʪ 
ʇʨʠʤʝʨ ʦʪʨʘʞʝʥʠʷ DDoS-ʘʪʘʢʠ 

240 ʄʙʠʪ/ʩ 

ʇʘʨʘʟʠʪʥʳʡ ʪʨʘʬʠʢ 

ʇʦʣʝʟʥʳʡ ʪʨʘʬʠʢ 

(ʦʯʠʱʝʥʥʳʡ) 

8 ʄʙʠʪ/ʩ 

ʇʘʨʘʤʝʪʨʳ DDoS-ʘʪʘʢʠ: 
ʅʘʛʨʫʟʢʘ ï 240 ʄʙʠʪ/ʩ, 22000 ʧʘʢʝʪʦʚ ʚ ʩʝʢʫʥʜʫ 

> 50 ʠʩʪʦʯʥʠʢʦʚ ʘʪʘʢʠ 

ʅʘʠʙʦʣʴʰʘʷ ʘʢʪʠʚʥʦʩʪʴ ï 4 ʯʘʩʘ 

ʆʙʱʝʝ ʚʨʝʤʷ ʘʪʘʢʠ ï 18 ʯʘʩʦʚ 

ʆʧʝʨʘʪʦʨʩʢʘʷ ʫʩʣʫʛʘ ʟʘʱʠʪʳ 



ʇʨʝʜʣʦʞʝʥʠʝ ˉ2 



̅͊͊͘ мΥ 
͍̂ͫͭ͊ͤͦ͊͟ ͤ͊ 
͔͙͔͔ͨͪͣͭͪ 

̅͊͊͘ 2: 
˻͔͙͔͋ͤ͊ͪͯ͗ͤ 
͎ͯͪͦ͘· online 

̅͊͊͘ оΥ 
˽͍͔͙͔ͦ͒͊ͤ͡ 
͎ͯͪͦ͘· online 

̅͊͊͘ 4:    
ˮ͍͔͘΅͔͙͔ͤ 

͙͙͊͒ͣͤͫͭͪ͊ͭͦͪ͊ 
online 

ɿʘʱʠʪʘ  ʩ ʧʦʤʦʱʴʶ ʦʙʦʨʫʜʦʚʘʥʠʷ Pravail 

DMZ ̇˻ ˨

ͼΨΕΟΜάΡΰΙ 

ΦΙΥΖΜΦΰ 

ͥΧΔΞΨγήΜΝ 

ΪΣΦΧ 

;ΞΥΰΧΔδ 

ΜΡΩΙΞΫΜδ 

malware 

ͺΣΖΰΝ ͼͯ 

ΦΧΣΥΣΡΡΙΝ 

ΣΥΗΔΡΜΛΔΫΜΜ 

ͺΙΟΙΗΔΟαΡΰΝ 

web ΦΙΥΖΙΥ 

ͭΡΩΜΫΜΥΣΖΔΡΡΰΝ 

ΪΣΦΧ  

LAN 

˸͔ͦͣͤͭ͊͡Έͤ͊Ύ ͊͘΅͙ͭ͊ ͦͭ ͎ͯͪͦ͘ 
͙͒ͦͫͭͯͨͤͦͫͭ 



ʇʨʦʩʪʘʷ ʫʩʪʘʥʦʚʢʘ ʠ ʤʛʥʦʚʝʥʥʘʷ ʟʘʱʠʪʘ Pravail 

Å˽ͪͦͫͭ͊Ύ ͙ ͋·ͫͭͪ͊Ύ 
͍ͯͫͭ͊ͤͦ͊͟ 

 
Å˭͊΅͙ͭ͊ ͦͭ DDoS-͊ͭ͊͟ ͤ ͊ 

HTTP/DNS/VoIP ͫ ͪ͊ͯ͘ ͔ͨͦͫ͡ 
͍͙ͯͫͭ͊ͤͦ͟ 

 
Å˾͊ͤ͘·͔ ͍͙͊ͪ͊ͤͭ· 
͍͙ͯͫͭ͊ͤͦ͟ ς ζ͍ ͪ͊ͪ͘·͍ηΣ ͍ 
͔͙͔ͪ͗ͣ ͙͙͎ͣͦͤͭͦͪͤ͊ 

͔̇͡Έ Pravail ς ͤ ͔͔͔ͣ͒ͤͤ͊͡Ύ ͊͘΅͙ͭ͊ ͦͭ DDoS-
͊ͭ͊͟ ͫ ͨͦͤ͡·ͣ ͔ͦͤͭͪͦͣ͟͡ 
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ɸʣʴʷʥʩ Cloud Signaling 

ʉʝʨʚʠʩ ʥʘ ʙʘʟʝ  

Arbor Peakflow  

SP/TMS 

Arbor Pravail 
APS 

ʎ
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ʥ
ʪ
ʨ
 
ʦ
ʙ
ʨ
ʘ
ʙ
ʦ
ʪ
ʢ
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ʘ
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Firewall / IPS / WAF 

ˮ
ͤ
ͭ
͔
ͪ
ͤ
͔
ͭ

-ͨ
ͪ
͙
͡
ͦ
͗
͔
ͤ
͙
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˿͔ͭΈ ͒ͦͫͭͯͨ͊ ˿͔ͭΈ ͒ͦͫͭͯͨ͊ 

˿͔ͭΈ ͍͚͔ͨͪͦ͊͒ͪ͊ 

1. ʉʝʨʚʠʩ ʨʘʙʦʪʘʝʪ 

ʥʦʨʤʘʣʴʥʦ 

2. ɸʪʘʢʘ ʥʘʯʠʥʘʝʪʩʷ ʠ 

ʙʣʦʢʠʨʫʝʪʩʷ Pravail 

3. ʂʦʣʠʯʝʩʪʚʦ ʪʨʘʬʠʢʘ 

ʘʪʘʢʠ ʨʘʩʪʝʪ 

4. ɿʘʧʫʩʢ ʦʙʣʘʯʥʦʡ 

ʩʠʛʥʘʣʠʟʘʮʠʠ 

5. ʂʣʠʝʥʪ ʧʦʣʥʦʩʪʴʶ   

ʟʘʱʠʱʝʥ 

ʇʦʜʢʣʶʯʝʥʠʝ ʩ ʧʦʤʦʱʴʶ 

ʧʨʦʪʦʢʦʣʘ ʦʙʣʘʯʥʦʡ 

ʩʠʛʥʘʣʠʟʘʮʠʠ. 

˽˩˾˩˥˾̂˭˴ˢ 

˻́˴ˢ˭  
˿˩˾ˤˮ˿ˢ 


